
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

SPECIAL POINTS  
OF INTEREST 

 
 
 

 LCDI is a center of 
education, training, and 
information resources 
for digital investigation, 
law enforcement, 
government, private 
sector and higher 
education communities. 

 
 
 

 LCDI is a consulting 
facility providing insight 
and other specialized 
information to support 
clients in understanding 
certain design, 
operational or 
functional 
characteristics of an 
issue in dispute. 

 
 
 

 LCDI is a credible and 
neutral source of 
information and 
services for Vermont 
and the Northeast 
region of the United 
States. 

 
 
 

 LCDI is a research and 
professional 
development hub for 
Champlain College 
students and faculty. 

 

LCDI’s Mission 

The Senator Patrick Leahy Center for Digital 
Investigation (LCDI) is a world-class laboratory 
designed to international standards, focused on 
establishing and assisting with public and 
private sector initiatives surrounding 
cybercrime, digital forensics and information 
assurance. As a leader in the Digital Forensic 
higher education arena, Champlain College 
offers students an opportunity to learn more 
and participate in “real lab work” at both the -
undergraduate and graduate levels.  
 

12 
DECEMBER 

2011 

The overriding mission of LCDI is to advance the field of digital investigation 
practice, with a particular focus on law enforcement and the public sector. LCDI 
focuses on three areas of forensic work: Data Recovery, Research and 
Development and Forensic Investigation.  LCDI has been operational at the 
Miller Center since June 2011. Overseen by industry professionals, Champlain 
College students serve as the primary investigators on all of our projects. 
Students work in teams, under the direct supervision of faculty members, 
Jonathan Rajewski and Michael Wilkinson, and Project Manager, Joseph 
Williams to complete a project from start to finish. By allowing students to take 
the lead on projects, they are able to work directly with clients and gain 
valuable experience working in a real world environment. With the experience 
obtained while working in the lab, students will be more marketable and 
successful in their future careers. In turn, LCDI is able to provide an 
economical option for forensic investigation consulting to the college and the 
greater Vermont area. 
 

LCDI 
175 Lakeside Avenue, 300A 

Burlington, VT 05401 
802-865-5744 office   

Forensic Investigation Room   

Facts about LCDI 
 The Leahy Center has been 
operational at the Lakeside 
location since June 2011. 

 
 LCDI is staffed by over 20 
Champlain College students. 

 
 All work done under the “Student 
Team Model” approach. 

 
 Students have completed 15 data 
recovery jobs for Champlain 
College faculty, staff and 
students. 

 
 Student workers examined over 9 
terabytes of data in 2011. 
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Senator Leahy’s Visit 

On Monday November 14, 2011 
Champlain College honored 

Senator Patrick Leahy by 
renaming the digital forensics 

lab at the Miller Lakeside 
location “The Patrick Leahy 

Center for Digital Investigation”. 

Good Tool to Use: 
EnCase   
  
EnCase is a family of 
all-in-one computer 
forensics suites sold by 
Guidance Software.  
 
These programs use a 
proprietary image file 
format, E01, which has 
been reverse 
engineered.  
 
EnCase is a tool used 
by the LCDI team on 
many of our Forensic 
Investigations and 
R&D Projects. 
 
 
 
 
 
 
 
Media Attention: 
 
Boston Globe Web 
http://www.boston.com/news/ed
ucation/higher/articles/2011/11/1
4/vts_champlain_college_teache
s_digital_forensics/ 
 
WCAX 
http://www.wcax.com/story/1603
4660/champlain-college-unveils-
new?clienttype=printable 

 
Sen. Leahy’s Site 
http://leahy.senate.gov/ 

 
Seven Days 
http://7d.blogs.com/blurt/2011/11
/champlain-colleges-digital-
forensics-lab-renamed-for-sen-
patrick-leahy.html 
 
Vermont Biz 
http://www.vermontbiz.com/new
s/november/educational-
forensics-lab-offers-champlain-
college-students-real-life-
experience 
 
Criminal Justice 
News 
 http://criminal-justice-
online.blogspot.com/2007/01/us-
department-of-justice-grant-
funds.html 
 
ABC22 
http://www.abc22.com/story/160
34352/new-forensics-lab-in-
burlington 
 

In attendance at the ceremony was 
Senator Leahy, Mrs. Leahy, the Senator’s 
staff, the President of Champlain College 
Dr. Dave Finney, the Burlington Chief of 
Police Michael Schirling, Champlain 
College Division of Information 
Technology & Science Dean Dr. Ali 
Rafieymehr, Champlain College faculty 
and staff, and LCDI’s student workers.  
 
During the presentation Senator Leahy 
spoke about the importance of having a 
digital forensic lab in Vermont. With the 
addition of this lab, Champlain College 
can now meet the needs of Vermont law 
enforcement with any forensic 
investigation help they may require. 
Senator Leahy also pointed out how 
LCDI is giving students real world career 
skills and how it will give Vermont’s law 
agencies a place to go to for digital 
forensic resources. After his speech the 
Senator was thanked by Champlain 
College senior and LCDI forensic intern 
Megan Percy.  
 

With extensive help from Senator Leahy, 
Champlain College has been able to secure 
various U.S. grants in the amount of over 
$1.15 million to provide educational and 
technical support to Vermont law 
enforcement in the field of digital forensics 
and to staff the digital forensics center at 
Champlain College and fund digital forensic 
investigations conducted by Vermont law 
enforcement. 
 
 
 

LCDI 
175 Lakeside Avenue, 300A 

Burlington, VT 05401 
802-865-5744 office   

More information about 
the Senator’s visit can be 
found at the Champlain 
College website.  
 
 
http://www.champlain.edu/news-
and-events/news/leahy-center-
for-digital-investigation.html 
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Data Recovery 
Have you ever deleted a file by mistake? Has 
your hard drive ever stopped working? Did 
the computer repair shop tell you they 
couldn’t help to get your data back? If you 
answered YES to any of the above, then you 
need to bring your digital device to the 
professionals. Let our world-class team 
discuss your options with clear and 
measurable results. LCDI does a number of 
data recovery jobs for Champlain College IT 
Department’s Help Desk.  Our expertise in 
data recovery assists the Help Desk expedite 
jobs submitted by faculty, staff, and students. 
LCDI offers this service to all departments, 
faculty, staff and students at Champlain 
College.  If you have lost data come see us 
and let our team work on your problem. 

Photo Courtesy of Savvy Chick 

LCDI February 2012     Editor: Joseph Williams | Designer: Bonnie Bohan   

http://www.boston.com/news/education/higher/articles/2011/11/14/vts_champlain_college_teaches_digital_forensics/
http://www.boston.com/news/education/higher/articles/2011/11/14/vts_champlain_college_teaches_digital_forensics/
http://www.boston.com/news/education/higher/articles/2011/11/14/vts_champlain_college_teaches_digital_forensics/
http://www.boston.com/news/education/higher/articles/2011/11/14/vts_champlain_college_teaches_digital_forensics/
http://www.wcax.com/story/16034660/champlain-college-unveils-new?clienttype=printable
http://www.wcax.com/story/16034660/champlain-college-unveils-new?clienttype=printable
http://www.wcax.com/story/16034660/champlain-college-unveils-new?clienttype=printable
http://leahy.senate.gov/
http://7d.blogs.com/blurt/2011/11/champlain-colleges-digital-forensics-lab-renamed-for-sen-patrick-leahy.html
http://7d.blogs.com/blurt/2011/11/champlain-colleges-digital-forensics-lab-renamed-for-sen-patrick-leahy.html
http://7d.blogs.com/blurt/2011/11/champlain-colleges-digital-forensics-lab-renamed-for-sen-patrick-leahy.html
http://7d.blogs.com/blurt/2011/11/champlain-colleges-digital-forensics-lab-renamed-for-sen-patrick-leahy.html
http://www.vermontbiz.com/news/november/educational-forensics-lab-offers-champlain-college-students-real-life-experience
http://www.vermontbiz.com/news/november/educational-forensics-lab-offers-champlain-college-students-real-life-experience
http://www.vermontbiz.com/news/november/educational-forensics-lab-offers-champlain-college-students-real-life-experience
http://www.vermontbiz.com/news/november/educational-forensics-lab-offers-champlain-college-students-real-life-experience
http://www.vermontbiz.com/news/november/educational-forensics-lab-offers-champlain-college-students-real-life-experience
http://criminal-justice-online.blogspot.com/2007/01/us-department-of-justice-grant-funds.html
http://criminal-justice-online.blogspot.com/2007/01/us-department-of-justice-grant-funds.html
http://criminal-justice-online.blogspot.com/2007/01/us-department-of-justice-grant-funds.html
http://criminal-justice-online.blogspot.com/2007/01/us-department-of-justice-grant-funds.html
http://www.abc22.com/story/16034352/new-forensics-lab-in-burlington
http://www.abc22.com/story/16034352/new-forensics-lab-in-burlington
http://www.abc22.com/story/16034352/new-forensics-lab-in-burlington
http://www.champlain.edu/news-and-events/news/leahy-center-for-digital-investigation.html
http://www.champlain.edu/news-and-events/news/leahy-center-for-digital-investigation.html
http://www.champlain.edu/news-and-events/news/leahy-center-for-digital-investigation.html


 
 

LCDI February 2012   

Champlain College  
Senator Patrick Leahy Center for 
Digital Investigation 
Phone: (802) 865-5744 
Email: LCDI@champlain.edu 
Address: 175 Lakeside Avenue, 300A 
Burlington, VT 05401 
 

Q&A 

Timothy Fernalld is a senior from Utica, 
NY majoring in Digital Forensics at 
Champlain College. Tim works as a 
Research Assistant at LCDI where he is 
involved in Data Recovery and 
Research and Devolvement. Currently 
Tim is working on numerous projects 
including a mobile response unit for the 
VT ICAC and numerous data recovery 
jobs. 
 

Q: What would be your dream job 
after graduation? 
Currently I am going through the hiring 
process with Rochester Police 
Department in NY, so ideally that would 
be the job that I would want. I have 
always had an interest in law 
enforcement and eventually would want 
to join a federal agency. 
 
Q: What’s your favorite part about 
working at the Leahy Center? 
My favorite part about working at the 
Leahy Center would have to be the 
assortment of challenges that we 
encounter with the data-recovery work 
we do. No two jobs are the same, and it 
turns into a fun puzzle to figure out how 
to retrieve some of the data. 
 
Q: Here’s the big debate: Mac or 
Windows?  
Windows; I am not against Apple 
products. After all, I own an iPhone. 
 
Q: What is your favorite thing to do 
outside of class and work? 
Outside of work I love to do any outdoor 
activity such as playing sports, hiking 
and going to the shooting range. 
 
Q: What’s your proudest moment? 
It will be when I receive my diploma this 
May. 
 
Q: What was your favorite class you 
have taken at Champlain? 
My favorite class would have to be Anti-
Forensics. It was a great class that 
taught us what it’s like to be on the other 
side of the law and also contained a lot 
of fun projects throughout the year. 
 

The Leahy Center for Digital 
Investigation is leading the 
way in forensic education 
and training in the Vermont 
area. 
 
Champlain College students 
who work at The Leahy 
Center gets hands on 
experience working and 
researching cases from start 
to completion. Our students 
work in a “Student Team 
Model” where a Champlain 
College fourth or third year 
student leads a team of 
students working on cases 
at The Leahy Center. 
 
The Leahy Center is open to 
all Champlain College 
students needing a place to 
volunteer or just needing 
help on forensic projects.  
 

 

 

 Contact  
LCDI 

LCDI was tasked with coming up with an 
Exhibit Backup System to be used by the 
Vermont Internet Crimes against Children 
Task Force of Burlington, VT. Student 
intern Kyle Heath took lead on this project 
and after weeks of research proposed a 
storage solution to the command at 
VTICAC. Once the proposal was 
accepted Kyle organized the purchase 
and installation of his solution. LCDI 
continues to be on call for any issues that 
VTICAC may have.  
 
LCDI was assigned to implement and 
develop training modules for a digital 
exhibit evidence management system 
from the company Tracker Products. 
LCDI student intern Jason Hall took the 
base system from Tracker Products and 
customized it to VTICAC's specifications. 
LCDI continues to assist VTICAC in 
customizing the interface and help with 
training.  
 

Megan Percy, student intern at LCDI, used 
resources at LCDI to conduct research with 
Kindle forensics. She was able to write a 
script that would configure, access, and 
acquire the Kindle information with minimal 
user-input. This script can be used by law 
agencies if investigation into a Kindle is 
needed. 
 
LCDI research assistant Ethan Fleisher is 
working on documenting the forensic 
features of Microsoft Windows 8. This 
entails comparing and contrasting the 
Windows 7 and Windows 8 operating 
systems from a forensic standpoint in order 
to determine if there are any significant 
changes that will be either beneficial or 
detrimental to the forensic investigation 
process.  

 
These are only a few of the projects LCDI is 
currently working on or worked on. If you 
are interested in learning more about these 
or our other projects feel free to stop by the 
Leahy Center and a student worker would 
be more than happy to give you a tour. 
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Accomplishments Thus Far: 
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Our faculty, staff 
and students 

are here to help! 
 

With LCDI’s Research Assistant, 
Timothy Fernalld 


